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STATEMENTS OF DAVID A. POWNER, DIRECTOR, INFORMATION TECHNOLOGY MANAGEMENT ISSUES, U. S.
GOVERNMENT ACCOUNTABILITY OFFICE; HON. GEORGE W. FORESMAN, UNDER SECRETARY FOR
PREPAREDNESS, U. S. DEPARTMENT OF HOMELAND SECURITY; KENNETH P. MORAN, DIRECTOR, OFFICE OF
HOMELAND SECURITY, ENFORCEMENT BUREAU, FEDERAL COMMUNICATIONS COMMISSION; VINCENT WEAFER,
SENIOR DIRECTOR, SYMANTEC SECURITY RESPONSE, SYMANTEC CORPORATION; PAUL B. KURTZ, EXECUTIVE
DIRECTOR, CYBERSECURITY INDUSTRY ALLIANCE; AND LARRY CLINTON, CHIEF OPERATING OFFICER, INTERNET
SECURITY ALLIANCE M. P. Chairman Upton, Ranking Member Markey, R OWNER Chairman Barton, and
members of the subcommittee, we appreciate the opportunity to testify on our Internet Reconstitution Report
that we recently completed at your request. Federal law and policy calls for critical infrastructure protection
activities and establishes DHS as our Nations focal point. Among its many responsibilities is to work with the
private sector to develop an integrated public private Internet recovery plan. To date, no such plan exists.
Today, at your request, | will briefly discuss the growing threats to the Internet, where our Nation is in its efforts
to develop this plan, and recommendations to both DHS and the Congress to facilitate public and private
efforts to recover the Internet when major disruptions occur. First, threats. Criminal groups, foreign intelligence
services, hackers, and terrorists are threats to our Nations computers and networks. A recent intelligence report
on global trends forecasts that terrorists may develop capabilities to conduct both cyber and physical attacks
against infrastructure modes, including the Internet. In fact, the Internet has...
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